Abstract-Vulnerability research organizations Rapid7, Google Security team, and Zero Day Initiative recently imposed grace periods for public disclosure of vulnerabilities. The grace periods ranged from 45 to 182 days, after which disclosure might occur with or without an effective mitigation from the affected software vendor. At this time there is indirect evidence that the shorter grace periods of 45 and 60 days may not be practical. However, there is strong evidence that the recently announced Zero Day Initiative grace period of 182 days yields benefit in speeding up the patch creation process, and may be practical for many software products. Unfortunately, there is also evidence that the 182 day grace period results in more vulnerability announcements without an available patch.
I. INTRODUCTION
For this paper we define grace period and vulnerability lifespan as follows:
• Grace period is the amount of time the security researcher allots to the vendor for providing a fix, after which the researcher may independently announce the vulnerability.
• Vulnerability Lifespan is the amount of time a vulnerability has spent in a vendors queue. It starts when the vulnerability is reported or discovered by the vendor, and ends when the vendor provides a patch. From 2002 through 2011, CERT/CC stated that they allow vendors a 45 day grace period [1] . In 2005 Phil Zimmerman, of PGP renown, was quoted as stating that the vendor should be allowed 30 days to fix a vulnerability [2] . In late 2010 three security organizations that perform vulnerability research, among other business functions, very publicly announced new grace periods they would give vendors. Rapid7 insisted on 15 days followed by a report to CERT/CC. Thus, Rapid7 effectively allows for a 60 day grace period [3] . Google announced they would allow a 60 day grace period [4] . The one notable outlier during late This manuscript has been authored by Battelle Energy Alliance, LLC under Contract No. DE-AC07-05ID14517 with the U. S. Department of Energy. The United States Government retains a non-exclusive, paid-up, irrevocable, worldwide license to publish or reproduce the published form of this manuscript, or allow others to do so, for United States Government purposes. 2010 was the Zero Day Initiative (ZDI) which announced that they would allow vendors a 6 month, approximately 182 day, grace period [5] .
The explanations and justifications from the vulnerability researchers emphasized the intent to protect end-users. Aaron Portnoy, a representative of ZDI, was quoted as saying "For every day a vulnerability goes unpatched, end users are susceptible, vendors are being a little bit irresponsible by not patching them." [6] . Google Security team members posted on the Google Online Security Blog an article titled "Rebooting Responsible Disclosure: a focus on protecting end users." [4] . And in August 2010, HD. Moore, CSO of Rapid7, stated "The core issue is that the product has a security flaw; debating about the correct disclosure process shouldn't take away from the fact that the vendor is indeed responsible for anyone exploiting a problem in their product . . . The argument for disclosure is simple; the more the end user knows about the problem, the better they can defend against it." [7] . Unfortunately, none of these vulnerability researchers provided verifiable quantitative evidence supporting their chosen grace periods.
Thus, the announced grace periods once again raise questions about the appropriate disclosure timelines. The most important events in the vulnerability lifecycle are shown in Fig. 1 . Ideally, each event could be independently observed and validated. Unfortunately, most events are not credibly and verifiably known.
The initial discovery of a vulnerability cannot be firmly known by anyone, even a discoverer, since there is always the possibility it has been previously discovered. The date when exploitation begins is after initial discovery but otherwise unknown since exploitation detection mechanisms for previously unseen exploits have questionable detection rates. The rediscovery of a vulnerability is also problematic since the rediscoverer may not take action that makes that fact directly observable. The total cost of a vulnerability, which would include the total losses from its exploitation, the cost to mitigate by end-users, and the cost for the vendor to create a patch, is not dependably and verifiably known for similar reasons.
This leaves us with the events shown in Fig. 2 which occur for each vulnerability within the product which is reported to and, eventually, publicly announced by the vendor. The date reported to the vendor can in principle be known and verified, through oversight of the security researcher who reports the vulnerability. Of course, the disclosure date, independent of patch availability, is publicly known. And patch release dates for a vulnerability are usually publicly disclosed but may be determined through patch reverse engineering if necessary (e.g. [8] ). These three events represent the dependably known and measurable aspects of the vulnerability disclosure process debate, and thus they should become the solid foundation on which the grace period and other vulnerability disclosure questions should be discussed.
We focus our analyses on comparing and using the grace periods, and the vulnerability lifespans. The analyses in this paper do not focus on individual products nor on the rate of vulnerability reporting.
A. Summary of Results and Contributions
For assessing the value of grace periods specified by vulnerability researchers we first provide some indirect evidence that the shorter grace periods of 45 and 60 days do not appear as realistic as the 182 day grace period if applied to most vulnerabilities. We then provide strong evidence that vendors still do respond, as previous work suggests [9] , to the threat of disclosure. An analysis of the imposed 182 day grace period demonstrates that vendors do modify their patch process so that they are more likely to have a patch available within 182 days. Unfortunately, the 182 grace periods also results in a significant increase in the number of vulnerability announcements made without a patch being available.
B. Organization of Paper
The rest of this paper is organized as follows. In Section II we provide an overview of the two primary disclosure processes. In Section III we compare the announced grace periods to current vulnerability lifespans. In Section IV we assess the impact of the ZDI, 182 day, grace period on the speed of patch creation. Then, in Section V, we discuss our conclusions and introduce our planned future work.
II. OVERVIEW OF VULNERABILITY DISCLOSURE
Software products have vulnerabilities. The absolute number of vulnerabilities within any given software product is currently unmeasurable with any degree of confidence [10] , [11] . What can be determined, and what software vendors must confront, is the number of vulnerabilities being reported and how long it takes to produce a patch. The length of time it takes to produce a patch is directly under the control of the vendor and can be directly influenced by the quality and quantity of resources devoted to the task. It is a business decision, and each vendor (perhaps each vendor's product line) has their own unique costs and benefits to consider.
A. Current Disclosure Processes
The current vulnerability disclosure process has two primary forms. The first form is usually referred to as full disclosure and in effect means that upon discovery the vulnerability researcher may publicly announce full details of the vulnerability. The vendor is given no forewarning. The second form, responsible disclosure, generally means that the vulnerability researcher reports the vulnerability to the vendor and gives the vendor time to create a patch. A coordinated public disclosure of the vulnerability is then often made when a patch has been created by the vendor and is ready to be released.
Responsible disclosure has been the topic of heated debate. Some argue that vendors are much to slow at patch development unless they are threatened with the potential of public announcement of the vulnerability, independent of whether a patch is available (supporting evidence may be found in [9] ). Consequently, some vulnerability researchers and firms allot a specific amount of time, the grace period, for vendors to create and release a patch. At the end of the grace period these researchers feel free to partially or fully disclose the vulnerability with the idea that end-users may find ways to mitigate the problem even without a patch.
This raises the question of whether these vulnerability researcher specified grace periods are sensible from an enduser vulnerability exposure perspective. We begin to answer this question by analyzing publicly accessible lifespan data of vulnerabilities used in the Pwn2Own competition, and then analyze the lifespans of a much more general set of vulnerabilities. All lifespan data was collected from ZDI.
III. GRACE PERIODS COMPARED TO VULNERABILITY LIFESPANS A. Pwn2Own Vulnerability Lifespans Pwn2Own is a well known computer hacking competition held every year since 2007 as part of the CanSecWest security conference. The contest has high visibility and the vulnerabilities exploited by contestants gain a fair amount of attention from the vendors of the exploited products. For example, Daniel Veditz the Security Group Moderator for Mozilla made this comment about a Firefox vulnerability exploited at Pwn2Own in 2009: ". . . Since this is a high profile bug (Firefox cracked during a public hacking contest) we need to focus on it. If we had a fix I'd like to shoehorn it into 1.9.0.8 even though we're past code freeze (April release) but May's 1.9.0.9 is more realistic. . . .". Because of the increased vendor attention we guessed that the lifespans of Pwn2Own vulnerabilities would be shorter than most other vulnerabilities, and we wanted to see how Pwn2Own vulnerability lifespans compared to the announced grace periods. The results for vulnerabilities exploited at Pwn2Own from 2007 through 2010 are shown in Table I .
There are a total of 15 previously undisclosed vulnerabilities that could be identified as being exploited at Pwn2Own. Of these 15, 10 have patches available and have lifespans that range from 8 days to 83 days. 50% of the lifespans were 45 days or less, 70% were 60 days or less, and all of them had patches available in 182 days or less. These vulnerability lifespans seem to be in line with the shorter grace periods allotted by vulnerability researchers.
However, looking at the complete data in Table I the picture becomes more muddled. There are 5 Pwn2Own vulnerabilities which, for unknown reasons to us, have yet to be fixed. When these five are included in the analysis then we find that only 33% of Pwn2Own vulnerabilities are fixed in 45 days, 47% are fixed in 60 days, and 67% are fixed in 180 days. We decided to look at a larger set of vulnerabilities, which perforce, meant vulnerabilities that were less highly publicized.
B. ZDI Vulnerability Lifespans
We collected 473 vulnerability lifespans from ZDI. The lifespans included all vulnerabilities which were initially sold to ZDI and then disclosed sometime between November 7, 2009 and April 30, 2011. Around 15% of the lifespans were less than 45 days, 17% less than 60 days, and fully 64% of lifespans were less than 182 days. These lifespans can be seen in Fig. 3 .
These lifespans do raise the question of whether the 45 and 60 day grace periods are practical at this time. With a median of 140 days, a mean of 197 days, and a maximum of over 3 years we wonder if it is reasonable to expect vendors to be able to meet the grace periods. Even if 10% of the vulnerabilities are granted an exception by the vulnerability researchers, the range of lifespans is 2 days up to 421 days. The 182 day grace period may be more hopeful since it would require a maximum vendor patch creation speedup of 57%. Not easy, but not as difficult as the shorter grace periods.
Of course the adoption of grace periods assumes that vendors actually will speed their patch creation process when confronted with the possibility of an independent disclosure before they have a patch available. Work by Telang and others in 2005 provides some indication that vendors do indeed speed up in these circumstances, in order to protect business value [9] . But we decided to see if there was evidence in the collected ZDI data which indicated that is still the case.
IV. DID VENDORS SPEED UP THEIR PATCH CREATION?
On August 4, 2010, ZDI announced their intention of imposing a grace period of 6 months on vendors. ZDI indicated that the new policy would begin immediately.
A. Impact On Initial Pool of Vulnerabilities
The initial pool of vulnerabilities (InitPool) is defined to be those ZDI acquired vulnerabilities which, as of August 4, 2011, had been reported to the vendor but were yet to be publicly disclosed. ZDI stated that each of the vulnerabilities in the InitPool would be treated as newly acquired. Thus February 4, 2011 would be the grace period deadline for all InitPool vulnerabilities. When publicly announced, there are three different states for a vulnerability. At announcement, the vulnerability might have a patch available, it might have a vendor specified fix other than a patch, or it might not have any mitigation at all. Since some of the vendor specified fixes did not, in our opinion, credibly address the vulnerability we decided to conservatively group together all vulnerabilities announced without a patch and treat them as unmitigated.
The InitPool started with vulnerabilities which had ages ranging from 14 to 1170 days. The mean age was 183 days and the median age 64 days. There were a total of 172 InitPool vulnerabilities, of which 29 (16.9%) were eventually announced without patches being available. All InitPool vulnerabilities were publicly announced no later than 2 weeks after the grace period deadline. The week in which InitPool vulnerabilities were publicly announced are shown in Fig. 4 . The number of patched and unpatched vulnerability announcements are given for each week. It is interesting to note that 16 vulnerability announcements for which there were no patches occurred just days before and after the grace period deadline of February 4, 2011. ZDI enforced their 6 month grace period.
The 16.9% of InitPool vulnerabilities which were announced without a patch, can be thought of as having exceeded the maximum 6 month lifespan imposed by the grace period. In the 87 days immediately preceeding the ZDI announcement of a grace period, over 32.8% of announced vulnerabilities had lifespans exceeding 6 months. So it does appear that some patch speedup was attained after ZDI imposed their grace period on vendors.
However, the InitPool vulnerabilities might have been biased towards more difficult to patch vulnerabilities or vendors more susceptible to speeding up their patch creation when confronted with a threat of disclosure. Since InitPool vulnerabilities might not be representative of all vulnerabilities, we compared two other sets of vulnerabilities.
B. Lifespan Comparison Before and After ZDI Announcement
In Fig. 5 the ZDI lifespan data is partitioned into two equal length periods. Period 1 is the 269 days immediately before the ZDI grace period announcement on August 4, while Period 2 is the 269 days immediately after the announcement. Each period has an 87 day time frame at the beginning. Vulnerability Set 1 represents the group of vulnerabilities acquired by ZDI and reported to the vendor in the first 87 days of Period 1. Vulnerability Set 2 is the set of vulnerabilities acquired by ZDI and reported to the vendor in the first 87 days of Period 2. The expectation was that with Set 2 vulnerabilities the vendors would be more likely to have produced patches before the 6 month grace period elapsed than with the Set 1 vulnerabilities for which there had not been a grace period deadline. We compared Fig. 6 . The lifespan statistics for Set 1 and Set 2 can be seen in Table II . In Set 2, the vulnerability lifespans should not exceed 6 months, but 9 vulnerabilities were announced with patches less than one month after their 6 month grace periods, and 12 vulnerabilities were announced without patches. Together these were counted as 21 vulnerabilities which exceeded the grace period of 6 months. Of note is that Set 1 had 51.8% of lifespans exceed 6 months while Set 2, those vulnerabilities acquired immediately after imposition of the grace period, had only 25.9% of vulnerability lifespans exceed 6 months.
Choosing a null hypothesis of no difference between the percentages of vulnerabilities with lifespans greater than 6 Figure 6 . Distribution of vulnerability lifespans for Set1 and Set2. months in the two data sets, and using an upper tailed two sample z-test (e.g. [12] ) on the difference in population proportions yielded a P-value of 0.001. For any reasonable test of significance the null hypothesis can be rejected. This hypothesis test is summarized in Table II. We should note that the ZDI grace period deadline is not entirely firm. Exceptions may be made if ZDI, through discussion with the vendor, decides there are mitigating circumstances. Consequently, a fairer analysis of the impact of the ZDI grace period might focus entirely on the publicly announced vulnerabilities for which no patch was available. Rather than 21 vulnerabilities exceeding the grace period in Set 2, we would have just 12 vulnerabilities, 14.8%, announced without a patch. This is because 9 of the 21 vulnerabilities exceeding the 6 month grace period were announced with a patch in the seventh month. Those 9 vulnerabilities reflect some flexibility in the grace period when ZDI believes the vendor is responding to fix the problems.
To make a corresponding change to the 29 Set 1 vulnerabilities which exceeded the 6 month grace period, only 2 were removed since they were also announced in the seventh month. Thus there were still 27 vulnerabilities in Set 1, 48.2%, which had lifespans longer than the extended grace period of 7 months. Following the same analysis as above this leads to a new P-value of 0.00001. Once again the null hypothesis of equivalent lifespans for both Set 1 and Set 2 can be rejected for any reasonable level of significance. This is strong evidence that in the general pool of ZDI acquired vulnerabilities, the 6 month grace period did result in vendors speeding up their patch process. There is also evidence that the grace period results in more vulnerability announcements without a patch being available.
V. CONCLUSIONS AND FUTURE WORK

